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OnucaHne NNaTEXHOro NPOTOKO/AA CUCTEMbI NPOLECCUHTa

KaHan nepegaum gaHHbix — HTTP(S),

Teno coobuweHus — PlainText,

OUMN nepepaétca B 3aronoBKe x-sign, URL-KoanposaHHoe.
OTHocuTenbHas YacTb URL nnaTéxHoro cepsuca: /pay.

BasoByto yactb URL He0bxoaMMO NOIYYUTb Y KYyPUPYIOLLEro MeHeaxepa.

1.1 dopmart coobieHusn
CoobLieHMe cocTonUT M3 MaccMBa NapaMeTpPOoB, Pa3aenEHHbIX MexKay cobol CMMBO1IAMK NepeBoaa
cTpoku (ODOA).

Mpumep coobLieHms:
AP=1234

REQ_TYPE=1

OP_ID=1000611
FIELDS=field100=9161234567

1.2 O6wue napameTpbl 3aNPOCOB
e AP — HOMEp TOYKU B CUCTEME, BbIAAETCA NPU CO3AAHUM NNATEXKHOMN TOUKM;
e REQ_TYPE —Kog Tvna 3anpoca;
e OP_ID —Kog npoBangepa B cUCTEME.

1.33uUn
Bce coobueHuns nognucbiBatotca UM, UM dopmupyetca no anroputmy SHA1-RSA, KoanpyeTcs
BASE64, URL-KoaupyeTtca u nomeLLL.aeTcs B 3aro/10BOK X-sign.

Mpoueaypa co3aaHna napbl KAtoyel onucaHa B MpunoxeHum 4.

Mpoueaypa o6MeHa OTKPbITbIMK KAo4aMu onmncaHa B MpunoxkeHnn 2.

1.4 ®dopmar oTBeTa
OTBeT TaKKe npeacTaBaseT cobolt MacCMB NapameTpoB, pasaeNEéHHbIX Mexay coboit cumBonamm
nepesoga cTpoku (0DOA).

Mpumep oTsBeTa:

ERROR=0

RESULT=0

ANSWER _DATA={"exchangeRate":48.3652,"currencyFrom":"USD","currencyTo":"RUB"}

OTBET cunTaeTCA NONOKUTENbHbIM, ecin 06a nona ERROR u RESULT coaep:ar O.
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2.1 NpepBaputenbHaa NPoBepKa NapameTpoB TPaH3aKLuUm
3anpoc obecneunsaeT NpeasapuTesibHyo (40 perncTpaunm TpaH3aKkumMmn) NpoBepKy BBeAEHHbIX
nonb3oBaTesieM MapameTpPoB TPaH3aKUUW.

Mpumep 3anpoca:

AP=8017

REQ_TYPE=1

OP_ID=1000624

SESSION=1602211141499810216H

AMOUNT=180

AMOUNT_ALL=200
FIELDS=field100=1111222233334444&field101=9991234567
PROVIDER_CURRENCY=RUB

TERMINAL_CURRENCY=RUB

, roe:

e  SESSION - ntobas yHMKanbHasA B pamKax TEPMUHA/IA CTPOKa AsnHon Ao 20 CMMBOOB.

o  AMOUNT — cymma gna npoBepKM BO3SMOXKHOCTU NPOBeAEeHNA TPAH3aKLUMMK, 32 BblYETOM 4O0M.
Komuccum (Heobxoauma Ans HEKOTOPbIX NPOBaiiaepos);

e AMOUNT_ALL — cymma gna npoBepKM BO3MOXKHOCTM NpoBeAeHUA TpaH3aKLunK1, 40 Bbl4eTa
Aon. kKomucenn (HeobxoamMma A1a HEKOTOPbIX MPOBaAEpPOB);

e PROVIDER_CURRENCY — Bantota npoBaligepa

e TERMINAL_CURRENCY - Bantota TOYKK

e FIELDS — napameTpbl TpaH3aKuum B popmaTe
field%id1%=%field_valuel%&field%id2%=%field_value2%

Mpumep NONOKUTENBHOTO OTBETA:

ERROR=0
RESULT=0

Mprmep oTpMLATENbHOrO OTBETa:

ERROR=1
RESULT=23

Bo3moOXHble KoApbl ownboK LaHbl B NpunoXxeHum 1.

2.2 Peructpauma TpaH3aKuum
3anpoc obecneynsaer perncrtpauunto B cucteme HOBOW TPpaH3aKunun nocne NnpoBepkKkn BaiMagHOCTHU
NOJIY4E€HHbIX AaHHbIX.

Mpumep 3anpoca:

AP=1234
REQ_TYPE=3
OP_ID=1000614
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SESSION=1602151234560310145H

AMOUNT_ALL=1000

AMOUNT=950

AMOUNT_TO_PROVIDER=23.14

FIELDS= field100=1111222233334444&field101=9991234567
PROVIDER_CURRENCY=USD

TERMINAL_CURRENCY=RUB

INIT_DATETIME=16.02.2015 12:34:56

CHEQUE_NUM=42

, roe:

e /1106an yHMKanbHasA B pamMKax TepMUHAA CTPOKa A/IMHON A0 20 CMUMBONOB, MCNONb3YETCA B
KayecTBe MAEHTUPMKATOPA TPAH3AKLUN.

o AMOUNT_ALL — cymma, BHECEHHAA NOAb30BaTENEM, A0 BblYeTa A0MN. KOMUCCUN;

o AMOUNT — cymma, BHECEHHAA NONb30BATENEM, 33 BbIYETOM 40M. KOMUCCUY;

e PROVIDER_CURRENCY — Bantota nposaiigepa

e TERMINAL_CURRENCY - Bantota TOYKU

e  FIELDS — napameTpsbl TpaH3aKuuu B popmarte field%id1%=%field_valuel%&
field%id2%=%field _value2%

e CHEQUE_NUM — HOomMmep Hane4yaTaHHOro 4eka

e INIT_DATETIME — noKanbHble Bpema 1 gata Nnpuéma naatexa.

Mpumep NONOXKUTENIbHOIO OTBETA:

ERROR=0
RESULT=0

Mprmep oTpMLATENbHOrO OTBETa:

ERROR=1
RESULT=23

Bo3moHble Koapbl OIMOOK AaHbl B NPUAOKEHUN 1.

B cnyyae BO3SHMKHOBEHWA TPAHCNOPTHOM OWNBKKM B NpoLecce OTNPaBKM 3anpoca, 3anpoc
HeobXxoAMMO NOBTOPUTL C TEM *Ke napameTpom SESSION.

2.3 NonyyeHne uHpopmauumn
3anpoc obecneynBaeT He3aBUCMMOE OT npouecca nposeaeHnA TpaH3akumm nonyvyeHume
MHPOpMaLMM No AaHHOMY NpoBanaepy.

Mpumep 3anpoca:

AP=8017
REQ_TYPE=5

OP_ID=1000624
FIELDS=field100=89161234567&field101=42

, roe:

e  FIELDS — napameTpbl TpaH3aKuuu B popmate
field%id1%=%field_valuel%& field%id2%=%field_value2%
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I'Ipmmep NONOXKUTENBHOIO OTBETA:

ERROR=0

RESULT=0

ANSWER_DATA=%data% - noayyeHHas om wio3a uHgopmayus (hopmam uHgopmayuu
cneyuguyeH 015 KOHKpemHozo nposalidepa).

Mpumep oTpuuaTenbHOro oTeeTa:

ERROR=1
RESULT=23

Bo3MoKHble KoZbl OWMOOK AaHbl B NpuaoKeHun 1.

2.3 MonyyeHmne BHYTPUCUCTEMHOrO Kypca obmeHa anA napbl Bantot
3anpoc obecneynBaeT Nosy4eHne BHYTPUCUCTEMHbBIX KypcoB obmeHa BatoT.

Mpumep 3anpoca:

AP=8017
REQ_TYPE=81
SELL_CURRENCY=USD
BUY_CURRENCY=RUB

, roe:

e SELL_CURRENCY — Bantota npogaxu;
e BUY_CURRENCY - BantoTa NOKyMKu;

Mpumep NONOKUTENBHOTO OTBETA:

ERROR=0
RESULT=0
ANSWER _DATA={"exchangeRate":48.3652,"currencyFrom":"USD","currencyTo":"RUB"}

Mpumep OTpULLATENILHOTO OTBETA:

ERROR=1
RESULT=23

Bo3mOHble Koapbl OIMBOK AaHbl B NpUAOKeHUN 1.

2.4 NonyyeHue Kypca obmeHa BanloT gnAa nposangepa.
3anpoc obecneyunsaer nony4yeHue Kypca obmeHa BantoTbl mexagy Ba/1OTOM TEPMUHANA U
BHYTPEHHel BaNtoTOM NpoBaiiaepa ¢ y4ETOM Kypca Ba/loTbl MpOBaligepa Ha wWitose.

Mpumep 3anpoca:

AP=8017
REQ_TYPE=80
TERMINAL_CURRENCY=USD
PROVIDER_CURRENCY=RUB

, roe:
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e TERMINAL_CURRENCY — BantoTa TepMMHanNa;
e PROVIDER_CURRENCY - Bantota npoBaiiaepa Ha LWto3e;

n pumep NoNOKNTENbHOIO OTBETA:

ERROR=0
RESULT=0
ANSWER_DATA={"exchangeRate":48.3652,"currencyFrom":"RUB", "currencyTo":"RUB"}

Mprmep oTpMLATENbHOrO OTBETa:

ERROR=1
RESULT=23

Bo3MoXKHble Koapl ownboK AaHbl B NPUN0OXKEHUN 1.

2.5 MonyueHune cnucKa AOCTYNHbIX ANA TOYKM NPOBaigepoB.
3anpoc obecneynsaeT NoayYeHUe COAEPKMMOro NPUBA3AHHOIO K TepMUHany npoduas.

Mpumep 3anpoca:

AP=8017
REQ_TYPE=12

Mpumep NONOKUTENBHOIO OTBETA:

ERROR=0

RESULT=0

ANSWER_DATA=<?xml version="1.0" encoding="Windows-1251"?><providers><provider
id="1000552" name="locycnyau (QR)"/><provider id="1000531" name="MTC"/><provider id="3009"
name="MTC"/>...</providers>

Mpumep OTpULATEIbHOrO OTBETA:

ERROR=1
RESULT=30

Bo3moOXHble KoApl ownboK AaHbl B NPUNOXXEHUN 1.

2.6 NonyyeHue CTPYKTYpPbl MEHIO TEpMUHANA
3anpoc obecneymBaeT NoAyYeHNE CTPYKTYPbl MEHIO NPUBA3AHHOIO K TepMMHany npoduns.

Mpumep 3anpoca:

AP=8017
REQ_TYPE=10

Mpumep NONOXKUTENBHOrO OTBeTa:

ERROR=0

RESULT=0

ANSWER_DATA=<?xml version="1.0" encoding="Windows-1251"?><root><main_menu><group
id="552"title="*XKX u l'oc.Ycayau ( QR)" image="btn_edelweiss_zhkh_and_govservices.png"
sh_n="1"enable="1" visible="1" image_bg=""type="" view_type=""><operator_id id="1000552"
name="Tocycnyau (QR)" image=" GovServicesQR.png" image_bg=" GovServicesQR.png" sh_n="0"

nn
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enable="1" visible="1" /></group><group id="0" title="Onnama ycaye" image="btn_main.png"
sh_n="1"enable="1" visible="1" image_bg=""type=""view_type=""/></main_menu><menu
title="Bbibepume sud naamexca" logo="bg_banner.png" back="00.png"><group id="100" title=""
image=""sh_n="0"enable="1" visible="1" image_bg="" type="" view_type=""><operator_id
id="999" image="mob_mts_espp.png" image_bg="mob_mts_espp.png" sh_n="0"enable="1"
visible="1" /></group><group id="106" title="APYIME YC/1YIN" image="icon_other.png" sh_n="0"
enable="1"visible="1" image_bg="sv_bg_misc.png" type=""view_type=""><operator_id id="513"
name="®abepnauk" image="faberlic.ong" image_bg="faberlic.ong" sh_n="0"enable="1" visible="1"

nn mnn

mnn nn nn

nn

/><group id="254" title="Wepoi u paseneueHusa" image="games.png" sh_n="0"enable="1"
visible="1" image_bg=""type=""view_type=""><operator_id id="6097" name="Bloody world"
image="bloodyworld2.png" image_bg="bloodyworld2.png" sh_n="0" enable="1" visible="1"
/></group></group></menu></root>

nn

, roe:

® main_menu — rnaBHoe MmeHto npoduns (0bbluHO OTOBparKaeTca Ha rnaBHOM CTpaHULE);
e menu - obuiee meHo Npoduns;

® group - rpynna npoBaiaepos;

e operator_id — nHpopmauma o nposangepe.

Mprmep oTpMLATENBHOrO OTBETa:

ERROR=1
RESULT=30

Bo3MoXKHble Koapl ownboK AaHbl B NPUNOXXEHUN 1.

2.7 NonyyeHme TexHu4eckoi MHpopmaLum no KoOHPUrypaumm nposaiiaepa
3anpoc obecneunsaeT nonydeHne MHopmaummn nNo nposainaepy.

Mpumep 3anpoca:

AP=8017
REQ_TYPE=12
OP_ID=1000552

Mpumep NONOXKUTENIBHOIO OTBeTa:

ERROR=0

RESULT=0

ANSWER_DATA=<?xml version="1.0" encoding="Windows-1251"?><operator
id="3009"><name>MTC</name><image>mob_mts_espp.png</image><limit min="2"
max="15000"/><fields><field id="100" invoice_search="0" read_only="0" hidden="0" info_only="0"
allow_reedit="0" secrete="0" crypt="0" isName="0" required="1" amount_need="0"
type="masked"><name>Homep menegpoHa</name><comment>Homep ssodumcs 6e3 "[b]8[/b]".
Bmecmo npegpurca "[b]495[/b]" ssooume "[b]985[/b]".</comment><mask>8 (***) ***_**_
**</mask></field></fields><processor id="412" offline="1"/></operator>

, rae:

e operator — MHpopmauma o 3anpoLleHHOM NPoBaliaepe;
e |imit— nnaTéxKHble NMMUTDI;
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o fields — uHboOpmauma No 3anonHAEMbIM NOb30BATENAMM NONSAM.
Mpumep oTpuLaTENbHOIO OTBETA:

ERROR=1
RESULT=30

Bo3MoXKHble Koapl ownboK AaHbl B NPUNOXKEHUN 1.

2.8 MonyueHue TeKywiero cratyca NPUHATOro NaaTexa
3anpoc obecne4ynsaeT NoayYeHUe COAEPKMMOro NPUBA3AHHOIO K TepMUHany npoduasa.

Mpumep 3anpoca:

AP=8017
REQ_TYPE=13
SESSION=12345678901234567890

Mpumep NONOXKUTENIBHOIO OTBETA (B cny4vyae Hann4ma CooTBeTCTBYOWEro nnaTema):

ERROR=0
RESULT=0
ANSWER_DATA=<?xml version="1.0" encoding="Windows-1251"?><status>0</status >

Mpumep NONOXKUTENIbHOIO OTBETa (B cny4yae OTCyTCTBMA COOTBETCTBYHOLWLETO nnaTe)Ka):

ERROR=0
RESULT=0
ANSWER_DATA=<?xml version="1.0" encoding="Windows-1251"?><status>-1</status >

Mprmep oTpMLATENbHOrO OTBETa:

ERROR=1
RESULT=30

BO3MOXHble KOAbl CTaTyCOB AaHbl B MPUAOXKEHUN 3.
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Kog,

OnucaHue

TepmMnHan He HallAeH Ha cepBepe

OwnbKa aNeKTPOHHOM NnoanucK

HenpasuabHbIn popmaT coobuieHms

HenpasuabHbIN HOMep NnpoBanaepa

HenpasuabHble Nona BBoAA AaHHbIX

OwmnbKa cBA3K Cc NpoBangepom

OwmnbKa cepsepa

OTCYTCTBYET OTKPbITbINM K/THOY TEPMUHANG

HeunsBecTHbIN TN 3anpoca

Owwnbka b/l

Monb3oBaTenb He HalaeH

HenpaBuAbHbIN NAaponb

Monb3oBaTenb 3a610KM poBaH

MpoBaigep 3ab610KMPOBaH A8 AaHHOro cybannepa

He ycTaHoBNeH Npodunb ANs 4aHHOro TepMUHaNa

HeunsBecTHbINM 3aMpoc K WAto3y NpoBaiiaepa

3aKpbIT CHET KAMEHTA

10
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anﬂO)'KEHVIe 2 - MexaHu3m obmeHa OTKPbITbIMU KNHOYaMU
OcylectBnseT 06MeH OTKPLITbIMM K/AOYaMKM MEXKIY CEpPBEPOM M TepMMHaNoM. MpeaBapuTenbHO
npouecc HeobXoAMMO MHULMUPOBATL B KAMEHTE MOHUTOPWUHra. [na 3Toro Heob6xoAMMO Bbibpas
HY}KHYIO TOUKY, Ha)KaTb Ha KHOMKY ‘CreHepuTb Kaoun':

Cozaats TepumHan \

Pepaxtupoears Touky ‘

YaaauTs TouKy \

i Creneputs kaoum :

Otnpasute dainsl ‘

Ornpaeute coobuieHne ‘

OrnpasuTe ycTanoskm ‘

B OTKpbIBLIEMCA OKHE HEOOXOAMMO 334aTb NAPOJ/ib ONEPaLLUm:

CreHepuTb KAKOUK

Mocne 3TOro MOXKHO OTNPABAATL HUKEONUCAHHBIN 3anpoc.

Mpwn HEO6XOAMMOCTM OCyLWLEeCTBUTb 3aMeHY Kl'”O‘-IGﬁ, npoueaypa BbIMNO/IHAETCA NOBTOPHO, NPU 3TOM
COOGLLI,GHVIFI, nognuncaHHble CTapbiMU KTIOYaMU NepecTaloT NPUHUMATbCA CUCTEMOIA.

OtHocuTenbHan Yactb URL cepsuca no obmeHy nybanMuHbIMKM Katodamu: /pay/genkey.
basosyto yacTb URL HEOH6X04MMO NONYYUTL ¥ KYPUPYIOLLLErO MeHeaKepa.

Mpumep 3anpoca:

<?xml version="1.0"?>
<root>
<request type="genkey">
<login>3920</login>
<password>el0adc3949ba59abbe56e057f20f883e</password>
<pubkey>----- BEGIN RSA PUBLIC KEY-----
MIGJA0GBAMZIwa2QGr3hKhgAGn%2b/o0tEsICDSIiTmhvaFFd9FenFHrHTIPW3I9U
BWXdaPRPpWmeCOeR3ClwvCl11WOOJINGDk57gYV7zKIzfRTPOg3QPjBvHVqWee2R
woHKSubsi5JRmVflt%2bW8Te68ljQEWgu00pPpfOn%2bmoAlyn33YKzZAgMBAAE=
----- END RSA PUBLIC KEY-----
</pubkey>
</request>
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</root>

, Tae:

login — Koz TOYKM B CUCTEME;
password — MD5-xaww 3a4aHHOrO Napons;
pubkey — ny6anyHbIN KAtod ToukK, npeasaputenbHo URL-3aKoanpoBaHHbIN.

n pumep NoNOKNTENBHOIO OTBETA:

<?xml version="1.0"?>
<root><answer><result>0</result><server_public_key>-----BEGIN RSA PUBLIC KEY-----
MIGJA0GBAM;ZIwa2QGr3hKhgAGn%2b/o0tEsICDSIiTmhvaFFd9FenFHrHTI9PW3I9U
BWXdaPRPpWmeCOeR3ClwvCI11WOOJINGDk57gYV7zKIzfRTPOg3QPjBvHVqWee2R
woHKSubsi5JRmvflt%2bW8Te68ljQEWgu00OpPpfOn%2bmoAlyn33YKzZAgMBAAE=
————— END RSA PUBLIC KEY-----

</server_public_key></answer></root>

Mpumep oTpuuaTenbHOro oTeeTa:

<?xml version="1.0"?>
<root><answer><result>1</result></answer></root>

, BO3MOXXHble KoApbl OLWMOOK onuncaHbl B cieaytoLuei Tabaunue:

Kopg, OnucaHue
0 |3anpoc NpoLwén ycnewHo, KN4 TOYKU 3aperMcTpupoBaH B CUCTEME.
1 |OwwnbKa 06paboTKM 3anpoca (BO3MOKHO HEMPABU/bHbIM GOpPMaT KAkoua).
2 | HenpaBunbHbIN N0TMH (KOA TOYKKM) MAK Naposib. BO3MOXKHO, npoueaypa obmeHa Katovamm

He bblna MHNUMNPOBaHa B MOHUTOPUHTE.
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OnucaHne NNaTEXHOro NPOTOKO/AA CUCTEMbI NPOLECCUHTa

Kopg, OnucaHue
MnaTéx c TaKUM NAEHTUPUKATOPOM OTCYTCTBYET B CUCTEME.
0 |MnaTéx NpUHAT K NpOBEeAEHMUIO.
4 | [aHHble nnaTexka NpoBepeHbI.
MnaTéx NPUHAT K NpoBeAEHUNIO BHELLHUM CEPBMUCOM.
6 MnaTéx B NnpoBeAeHUM (3Tan OXKUAAHUA NPOBEAEHUSA NAATEKA BHELIHUM CEPBUCOM).
7 |MnaTéx ycnewHo NpoBeaéH.
8 |lnaTéx He npoBeaéEH.
Mnatéx He npoBeAéH (NpeBbllleH AHEBHON TUMUT AJ1A TOYKM).
6 |[Mnatéx nepenpoBeéH.

Mnatéx He NpoBeAEH - HeAOCTAaTOYHAA CyMMa NaaTerKa.

MnaTéx He NPoBEAEH - OTCYTCTBYET Kypc 0OMeHa BantoT.

MNnatéx He I'IpOBe,CI,éH - HeNpaBn/bHAaA BaakOTa NaTeEXKa.
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OnucaHne NNaTEXHOro NPOTOKO/AA CUCTEMbI NPOLECCUHTa

Windows

YcraHoBKa OpenSSL
CKkaumBaem v yctaHaBamBaem https://slproweb.com/download/Win640penSSL_Lightl_1_1k.msi

OTKpblBaeM KomaHgHYto cTpoky (CMD) ¢ npaBamun agMMUHUCTPATOPA U BbINOAHAEM:
SET OPENSSL_CONF=C:\OpenSSL-Win32\bin\openssl.cfg

CosfaHure napbl KNOYEH
Co3paem 3aKpbITbIN KoY

openssl genrsa -out privatekey.pem 2048

C nomolLLbio 3TOM KOMaHAbl Mbl CO34a1M 3aKPbITbIN KAtoY privatekey.pem pasmepom 2048 6ut
Co3zgaem nybanyHbIN KAtoy

openssl rsa -in privatekey.pem -outform PEM -pubout -out publickey.pem

Mapa Kntoyen HaXo4UTCA B TOM Ke ANPEKTOPUM B KOTOPOM BblIM 3anyLeHbl KOMaHAbI

Linux

YcraHoBKa OpenSSL (Debian-based)
sudo apt update && sudo apt install openssl

YcraHoBKa OpenSSL (RedHat-based)
sudo yum install openssl

Co3pgaHuve napbl Kno4yen
KomaHgabl 418 CO34aHMA KAOYeN Takue Xe, Kak u gna windows Bepcum

openssl genrsa -out privatekey.pem 2048

openssl rsa -in privatekey.pem -outform PEM -pubout -out publickey.pe
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